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Executive Summary
We are losing the information war because we can’t even define Information Warfare.
This work addresses the ill-defined concept of Dominance and its relationship to Warfare in a
concept named “General Dominance Theory.” This work then applies General Dominance
Theory to Information Dominance in the context of U.S. Navy operations and organizations with
the aim of addressing shortfalls in in the U.S. Navy Information Dominance Corps (IDC).
Pursuing Information and Cyber Dominance without a clear architecture is like trying to build a
house without blueprints. You will end up with great craftsmanship but no house; the great
craftsmanship will be for naught as it crumbles– it’s pointless. Without clear definitions of critical
ideas related to Information Dominance, the U.S. military will not succeed in the struggle for
Information Dominance. Concepts such as Information Dominance, Information Warfare, Cyber
Warfare, and Electronic Warfare are either ill-defined or not defined at all. Other ideas and
competencies (such as Intelligence) continue to function, but without clear purpose – without a
clear understanding of “why?” The IDC is operating like disparate, independent builders on a
house without an architect.
There is a way to coordinate the many functions of the IDC towards the common goal of
Information Dominance.
In order to achieve success in Information Warfare, we must consider the fundamentals of how to
achieve success in war. In order to use information as a weapon, we must consider the
fundamentals of weapons. We must consider the meaning of domain, dominance, and warfare.
We must consider the relationship between understanding reality and affecting reality.
Dominance is a state where we can make our desired image of reality the reality. This requires
that we have an adequate perception of reality and that we have an adequate ability to affect
reality. In order to achieve Dominance we must control our ability to perceive reality and our
ability to affect an opponent while simultaneously denying our opponent the ability to perceive
reality or the ability to affect us.
Ultimately, every action we take in the pursuit of Information Dominance must align with a reason
that leads to success in war – it must follow a blueprint. This work provides the foundation for
those reasons and the tools needed to validate current actions, correct invalid actions, and develop
new actions.
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Preface
The following questions should have well-defined answers, but they don’t.
•

What is Dominance?

•

What is Warfare?

•

What role does information play in warfare?

•

What is Information Dominance?

•

What is Information Warfare?

•

How should the warfighter organize to achieve Information Dominance?

•

How should information be integrated with the warfighter?

We will not achieve success in the Information Domain if we do not quickly and properly
answer these questions. They are fundamental to the information war.
I am presenting answers to these questions from my perspective as a newly-redesignated
Information Warfare Officer with two operational tours as a Surface Warfare Officer and as a
former Adjunct Professor of Cyber Security at the U.S. Naval Academy. I have a unique
perspective because I have warfare experience, graduate-level education in many technical
fundamentals related to Information Warfare/Dominance, but I am not fully institutionalized into
the Information Dominance Corps (IDC). I am not bound by the paradigms of current IDC
organization and practice.
In order to overcome our challenges, we need to think about these questions in a new way. This
work may seem to pay no mind to “the way we do things.” Experienced members of the IDC may
find that ideas and organizations normally grouped together have been broken apart. They may
find some facets of the IDC are left out altogether, whereas others have been added. We should
not ask ourselves, “Why should we change?” Instead, we should ask, “Does the way we operate
support success in war?” Our organizational structure should not only reflect, “this way has
worked before” - it should also consider, “this way will work for the future.”
If our foundations for policy, structure, and procedures are ultimately rooted in the philosophy of
success in war, then they will all lead to success in war. However, many facets of our policy,
structure, and procedure cannot be clearly traced back to sound war philosophy. Instead, they are
based on a patchwork of historical fragments with no clear guidance or endstate. “A page of
history is worth a book of logic,” but historical methods must also be revalidated periodically – or
else we will be outflanked and overcome by more nimble adversaries.
I am not an expert on our historical methods – so I have not spent much effort comparing new
ideas to old ones. Instead, I have presented ideas based on the philosophy of success in war with
intentional disregard of “the way things are” (or have been). These ideas may be new, old, or
simply familiar – but they are presented from a different perspective. If you find that the
definitions and concepts herein are not perfectly congruent with prevailing doctrine, I challenge
you to consider that current doctrine may be flawed.
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Furthermore, I have not done an exhaustive search and review of applicable literature and I am
including only a few key footnotes for clarity (usually where well-defined concepts intersect or
might contradict with concepts presented herein) and I am not including citations. I start with a
simple and easy to accept truth about success in war and from there I logically derive a philosophy
of dominance, warfare, and applications to information. What I have found in subsequent reviews
of related literature is a remarkably congruent view of major issues. However, you may notice
significant differences in how those concepts fit within their current constructs compared to how
this general theory would dictate.
I am not presenting a total solution. I am not providing the specific answers to how every action
of warfare should be executed. Instead I am providing General Dominance Theory, the basic
principles from which all other actions can be modeled. Those with specific knowledge of niche
organizations and tasking should take the ideas I present and question whether they are executing
in accordance with those ideas.
Why? Why do we need to consider the very fundamentals of war in order to find answers? Why
should we spend effort on general theories that only seem to disrupt our current way of thinking of
Information Warfare, Intelligence, and Information Dominance?
Just as describing the motion of the planets and stars became incredibly easy after we discovered
the Earth is not the center of the universe and just as the science of maritime navigation is much
easier to comprehend once you discover that the Earth is not flat, the seemingly complicated
relationships between information, electronics, communications, computers, command and
control, politics, reconnaissance, and intelligence become apparent and effortlessly uncomplicated.
What I suggest to you is: we are misunderstanding the fundamentals of Dominance and the
relationships between information, intelligence, and warfare. Our complicated way of explaining
our structure, operations, and relationships is causing confusion and is inhibiting success. There is
a more simple way to view this seemingly complicated Domain. If there are shortfalls in this first
attempt at developing General Dominance Theory, we should work to improve that theory, since
all other actions ultimately depend on it.
If we fail to develop these fundamentals, we will not lose the information war immediately.
Instead, we will continue to rest on our laurels. We will work very hard with many dedicated
resources and we will enjoy marginal success despite our disorganization. Soon thereafter,
however, adversaries that have properly coordinated their efforts to achieve a well-defined concept
of dominance will surpass us.
The Earth is not flat. All actions we take in the pursuit of Information Dominance can be traced
back to the simple components of success in war.

LT Jacob F. Davis, USN
April 2014
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Introduction
Those that operate in the Information Domain know that what they do is important, but they don’t
know why. They know that they are working towards a goal, but they don’t know what. How can
our force operate when even the most senior officers can’t articulate the why, the what, and the
how? How can we leverage information as a weapon when we haven’t established or discovered
the basic fundamentals of information in war?
As we scramble to describe how we will achieve Information Dominance and Warfare, we have
“put the cart before the horse.” We are developing policy, structure, and procedures for ideas that
we haven’t fully formed yet. We must take a step back and reflect on why we desire information
dominance so that we can first properly define it and then work towards it.
While Information Dominance and Information Warfare have actually been a part of warfare since
the dawn of warfare, today we struggle in the U.S. Military to find the right fit for information.
With the advent of reliable, powerful, and inexpensive computers, Man can now do what he has
never done before: collect, process, and create information at speeds that threaten to far exceed his
ability to use it efficiently. The advent of the Internet, Globalization, and modern Command &
Control requirements, the need to integrate Cyber Operations, Space Operations, and other
traditional forms of Intelligence and Electronic Warfare with the tactics, techniques, and
procedures of unit and theater commanders is apparent. In short, Information Operation actions
must transform to become a readily employable resource to commanders of all levels, just as Air
Warfare and other warfare areas have developed over the past century.
To meet this challenge, we must shift our view of intelligence and information warfare from a
strategic and operational level to a tactical level. Information warfare cannot be used only as a
passive support or self-defense element it must be realized and honed both as an active and
offensive option for unit commanders. We must shift the paradigm so that we view Information
Warfare capabilities as encapsulated actions with clear capabilities and limitations.
In the first part of this work, General Dominance Theory will be presented. In the second part, the
General Dominance Theory will be systematically applied to the concept of Information
Dominance. At each juncture, arguments can be clearly traced back to the most basic concept of
success in war: we must be able to perceive reality and affect reality better than our opponent.

April 2014
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General Dominance Theory
“So it is said that if you know your enemies and know yourself, you can win a hundred
battles without a single loss.
If you only know yourself, but not your opponent, you may win or may lose.
If you know neither yourself nor your enemy, you will always endanger yourself.”
- Sun Tzu, The Art of War
Why do we engage in war? What does it take to succeed in war?
In order to achieve success in war, we must be able to affect our opponent and/or the environment,
and we must have an accurate perception of reality. Our perception allows us to see the reality of
the battle space accurately and completely. Our ability to affect allows us to change reality.
Because our ultimate desire in war is to ensure our desired image of reality is reality, we cannot
achieve success in war without the ability to accurately perceive reality and the ability to change it
(if desired). If we are perfect in both regards, success is certain. Figure 1 below illustrates this
relationship.

Success in
War

Ability to
Affect

Perception
of Reality

Figure 1: Components for Success in War
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Domains
In war, we speak of Domains. But what is a Domain? A Domain is a container. A Domain is an
environment. Within a Domain, things happen in a certain way.
Domain: an environment where things exist, and where those things are
bound by laws and patterns of existence, movement, destruction,
propagation, and other environmental factors – the combination of which
is either unique of other Domains, or distinct enough to warrant special
consideration.
Examples of Domains include:
•
•
•
•
•
•
•
•
•

Air Domain
Land Domain
Sea Surface Domain
Subsurface Domain
Space Domain
Electromagnetic Domain
Computer Network Domain
Economic Domain
Political Domain

For example, the Air Domain includes all things that exist and move through the air. These things
follow laws of buoyancy, Bernoulli’s principle, and gravity. Things are surrounded by nitrogen,
oxygen, and carbon dioxide, among other gases in weather phenomena. These (and other) aspects
of the Domain cause things to move and propagate in certain ways. The behavior of things in this
Domain is significantly different from other Domains.
The Subsurface Domain also includes laws of buoyancy, Bernoulli’s principle, and gravity, but the
environment is wholly made of liquid and land. Electromagnetic and acoustic waves behave
differently, and “weather” is different.
Each Domain requires special understanding and study. In war, we can take advantage of
different Domains to interact with our opponent in different ways.
Domain Overlaps
Domains rarely contain components or qualities that are unique to that Domain. It isn’t the
individual qualities of a Domain that make it distinct; rather it is the combination of those qualities
that give it distinction.
The individual components or qualities of a Domain can also belong to other Domains. When this
happens, Domains overlap. Qualities of one Domain can have an impact on another. An example
of this is the use of aircraft in the Subsurface Domain (for reconnaissance) and submarines in the
Land Domain (submarine-based missile strikes). Aircraft are both part of the Air Domain and a
part of the Subsurface Domain because aircraft operate or have an impact on those Domains.
Submarines are both part of the Subsurface Domain and the Land Domain because submarines
operate or have an impact on those Domains.

April 2014
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Subdomains
Subdomains are Domains within Domains. Subdomains inherit the qualities of their parent
Domain and further specialize or distinguish a part of the parent Domain. For example, the Air
Intercept Domain, which specifically deals with the aspects of air-to-air interactions, is a
subdomain of the Air Domain.

Air Domain
Air Intercept Domain

Air Strike Domain

Figure 2: The Air Intercept Domain is one of multiple Subdomains of the Air Domain.

Perception of Reality
Information directly supports our ability to accurately and completely perceive reality, and is
therefore fundamentally critical in war – in any domain. This concept is defined as Perception of
Reality (POR):
Perception of Reality (POR): information that directly supports the
ability to accurately and completely perceive the reality of a Domain.
If we are perfect in collecting information and perfect in synthesizing information then we have a
perfect understanding of the battle space. Any shortfall in collection or synthesis yields a lessthan-perfect understanding. This relationship is illustrated in Figure 3.

Perception
of Reality

Information
Collection

Information
Synthesis

Figure 3: Information Collection and information Synthesis contributes to Perception of Reality
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Intelligence is the product of sensory collection of information followed by synthesis of
information. Collection is the process of completely receiving (either actively or passively)
information from the battle space. Synthesis is the process of (correctly) changing raw sensory
information into something factual with meaning – something that accurately describes a factual
event or object. Intelligence contributes to POR.
Intelligence: the product of sensory collection of information followed by
synthesis of information that contributes to Perception of Reality.

Ability to Affect Reality
We must be able to use information for it to be of any consequence. We must have the ability to
affect the domain environment or our opponent. This concept is defined as Ability to Affect
Reality (ATA):
Ability to Affect Reality (ATA): the ability to act in ways that influence,
control, or otherwise affect aspects of an opponent or the environment in a
Domain.
For example, in the Air Domain, our ability to affect opposition aircraft and anti-aircraft missile
sites are important. If we achieve Air Dominance, we can more easily achieve success in war.
In the traditional sense, being able to affect your opponent means using force. Guns, bombs,
politics, and economic pressure are a few examples. The ability to affect our opponent allows us
to achieve our goals in war. ATA is the result of the use of something in the environment. Things
we can use to affect an opponent are called Domain Objects.
Domain Object: a physical or non-physical entity, the use of which could
have an Ability to Affect an opponent or the environment.

Dominance
We describe success in war with the term Dominance. When you have Dominance, your desired
image of reality is reality. When your desired image of reality is reality, you have succeeded in
war. The term Dominance conveys a sense of unquestionable control.
Dominance: the state in the battle space where a desired image of reality
can be achieved completely despite the will of an opponent.
The concept of Dominance applies to any domain: Air, Surface, Subsurface, Space, Land,
Electromagnetic, Political, Social, Network, Information, and all others. To succeed in war, we
strive to achieve Dominance in all relevant Domains. Any given Domain requires the same
components for success, as illustrated in Figure 4.
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Sea Surface
Dominance

Ability to Affect
the Sea Surface

Perception of
the Sea Surface
Reality

Information
Dominance

Ability to Affect
Information

Perception of
Information
Reality

Figure 4: Examples of how components for Success in War are analogous to any domain.

Dominance Achievement
When we equate Dominance to success in war, we arrive at a testable theory on how Dominance
can be achieved by an actor in any given domain:
Dominance Achievement: Dominance can be achieved in a Domain with
a probability of success proportional to the actor’s degree of perfect
Perception of Reality and degree of perfect Ability to Affect the Domain.
Dominance is achieved when an actor has perfect POR and ATA. In practice these factors will be
less than perfect and therefore Dominance Achievement is uncertain. If an actor has no ATA and
no POR, they cannot achieve dominance.
Warfare: the Pursuit of Dominance
In any domain, warfare is the pursuit of Dominance. Warfare is the struggle against an opponent
to achieve and retain an Ability to Affect the domain and to achieve and retain an accurate POR.
Warfare: the struggle against an opponent to achieve and retain an
Ability to Affect the Domain and to achieve and maintain an accurate
Perception of Reality. The pursuit of Dominance.
The Six Critical Requirements of Dominance
Dominance requires control of our opponent and ourselves. If we are able to control our
collection of information and successfully synthesize information in the battle space then we can
determine the true state of all facets of the battle space. If we can control our ATA, we can change
our opponent and environment. If we are able to control our opponent’s collection of information
and synthesis of information in the battle space (and therefore deny the use and synthesis thereof),
then we can control our opponent’s POR. If we can also control our opponent’s ATA in the battle
space, we have achieved Dominance.
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Therefore, we find the following 6 critical requirements of Dominance (illustrated in Figure 5):
1. Control our collection of information
2. Control our synthesis of information
3. Control our use of Domain Objects
4. Control the opponent’s collection of information
5. Control the opponent’s synthesis of information
6. Control the opponent’s use of Domain Objects
Critical Requirements 1-3 are the Pillars of Defense. Critical Requirements 4-6 are the Pillars of
Offense. Requirements 1 – 3 are defensive because loss of any one of these requirements will
preclude Dominance Achievement. Reciprocally, if we offensively achieve any of the
requirements 4 – 6 then we can prevent our opponent from Dominance Achievement.

Pillars of Defense

Pillars of Offense
Control
opponent's
ACCESS to
information

Control our
ACCESS to
information
(Perception of Reality)

(Perception of Reality)

Control
opponent's
SYNTHESIS of
information

Control our
SYNTHESIS of
information
(Perception of Reality)

Control our USE
of Domain
Objects
(Ability to Affect)

(Perception of Reality)

Dominance

Control
opponent's USE
of Domain
Objects
(Ability to Affect)

Figure 5: The Six Critical Requirements of Dominance. All Pillars of Defense must be met, and at least
one of the Pillars of Offense must be met in order to achieve Dominance.

A General Framework for Warfare
In order to achieve Dominance, we should take action to ensure that we comply with the Six
Critical Requirements of Dominance (Figure 5). Therefore, we should develop a general
framework for warfare that will provide structure for tasks. If each task fits into the framework,
and the framework is derived from the Six Critical Requirement of Dominance, then each task will
contribute to Dominance Achievement.
All actions in pursuit of Dominance can be subdivided into two categories: inputs or outputs.
Inputs are anything the warfighter collects or observes (by any means) about himself or his
opponent that he then uses to make decisions. Outputs are actions the warfighter takes to affect
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his environment, himself, or his opponent. In the realm of any warfare Domain, these inputs (and
the synthesis thereof) are Intelligence. The outputs are Operations.
In practice, both input and output actions require facilitating actions and infrastructure. An
Infrastructure provides a conduit that supports collection, storage, and transport of information
within a Domain and enables inputs and outputs.
The concept of applying General Dominance Theory to a General Warfare Framework is
illustrated in Figure 6 and provides a structure for tasks:
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Dominance

(Conduit Actions)

Pilla
rs o f

)

Infrastructure

PO R

(Output Actions)

Warfare
Tasks

n se (
De fe

Operations

Perception
of Reality
rs o f
Pilla

Offe
nse (
Pilla
AT A
rs o f
, PO
De fe
R)
n se
(AT
A)

Ability to
Affect

Intelligence
(Input Actions)

Figure 6: General Dominance components translated to create the General Warfare Framework.
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The OODA Loop
The Observe, Orient, Decide, Act (OODA) Loop1 is a concept of how the warfighter makes
decisions. Enabled and supported by Infrastructure, Operations and Intelligence actions are
exercised at each juncture.
•

Observe. Intelligence provides all observations to the commander. The Intelligence
might include observations from the commander’s own eyes, or sensory
input/synthesized information from other sources.

•

Orient. Further use of Intelligence happens during this phase as the commander blends
information from the observe phase with his experience, training, and other knowledge.

•

Decide. Here the commander must make a choice of the actions at his disposal.

•

Act. Upon choosing a course of action, the commander takes the decided action and
begins the cycle again.

Act
Employ Actions

Decide
Select Actions

Observe
Input Actions

Orient

Consider Input
Consider Output Actions

Figure 7: The OODA Loop

1

Also known as the Boyd cycle. Developed by Colonel John Boyd, USAF.
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Applying General Dominance Theory to Information
The following sections of this work will focus on using General Dominance Theory in the
Information Domain (using U.S. Navy terminology). This will serve as an example of how this
theory can be applied. It could also be applied to other Domains within the Navy, different
services, Joint service, commercial business, and all other Domains.

The Information Domain
Based on the properties of Domains, we can describe the Information Domain simply as a special
case of a Domain. Likewise, the components of a general Domain can be simply translated to the
Information Domain:
General Domain

→

Information Domain

Domain Object

→

Information Domain Object

Dominance

→

Information Dominance

Warfare

→

Information Warfare

Six Critical Requirements
of Dominance

→

Six Critical Requirements of
Information Dominance

The Information Domain is a distinct warfare Domain that is not necessarily bound by physical
dimensions and is comprised of all available information. By its nature, it includes all information
used in other warfare domains and also includes information that may not be found in other
domains2.
Information Domain: a special case of a Domain whose members are
bound by the laws and patterns of existence, movement, destruction,
propagation, and the other environmental factors of information. The
Domain that includes all information and things that can affect
information.
Objects in the Information Domain
Even though most information can be related back to a traditional warfare domain, there is some
information that doesn’t belong to a traditional domain of war.3 In the Information Domain,
information pieces not only make up the POR, they are also the objects of force, i.e. our ATA.
Physical objects are not the only causes of force in this Domain. Information is a force that can
2
This definition does not contradict Information Environment as defined in Joint Pub 3-13: “The information
environment is the aggregate of individuals, organizations, and systems that collect, process, disseminate, or act on
information.” The difference is that here, a Domain is concerned with the way members move and exist, as opposed to
Information Environment, which only includes the members themselves. The Information Environment exists within the
Information Domain.
3
Another way to envision this concept is to first imagine all of the information related to other Domains, then to imagine a
world where all other Domains do not exist and are not possible (i.e. aircraft do not exist, ships do not exist, tanks do not
exist, troops do not exist). Does information still exist? Yes. Could you affect your opponent with this information? Yes.
Therefore, there is a distinct Information Domain.
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have an affect on an opponent. Instead of tanks, there are pieces of information (Information
Objects) that have uses that can affect our opponent. For example, information describing illegal
activity of high-ranking officials could be used to defame.
Information Domain Object: A special case of a Domain Object that
resides in the Information Domain. A physical or non-physical entity
whose use has an Ability to Affect an opponent or the environment in the
Information Domain.
Most Information Objects are members of one or more traditional warfare Domains in addition to
application in the Information Domain. Likewise, many objects in other warfare Domains are
members of the Information Domain. For example, a strike aircraft can destroy a SAM site (Air
Domain), a tank (Land Domain), or an information storage site (Information Domain) and
therefore that aircraft is an Air Domain Object, a Land Domain Object, and a Information Domain
Object.
Information Dominance
Just as we defined Dominance generally, we can apply the principles of Dominance to the
Information Domain. As in all other Domains, Information Dominance is simply a special case of
the previously established definition of Dominance:

Dominance
Information
Dominance

Air
Dominance

Sea Surface
Dominance

Figure 8: Information Dominance and Dominance in other Domains are all special cases of Dominance.
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Defining Information Dominance
The U.S. Navy Information Dominance Roadmap states the following:

This definition gives no useful criteria. By this definition, Information Dominance is the result of
a set of actions – but the actual result doesn’t matter. By this definition, achieving a marginal
advantage or an enormous advantage both are acceptable outcomes – however, by inspection we
can see that won’t achieve Dominance.
Information Dominance is more than just an advantage - it is a state. It is more than a
convenience; it is a critical aspect of battle. Information Dominance is success in the Information
Domain.
In order to succeed in battle, we must simultaneously achieve effective use of our own tactics and
weapon systems and deny our opponent effective use of their tactics and weapon systems. This
allows us to assert our will on the battle space, i.e. it allows us to dominate the battle space. If we
have a highly accurate POR then we can effectively use our weapon systems and tactics (ATA). If
we are able to control our opponent’s POR then we can deny our opponent effective use of their
weapons systems and tactics (ATA). Because control of information is critical (POR), we strive to
control information and the use of that information.
Information Dominance is simply a special case of Dominance:
Information Dominance: the state in the battle space where a desired
image of Information reality can be achieved completely despite the will of
an opponent. The state of controlling the possession and use of all
information.
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Information Warfare: the Pursuit of Information Dominance
Using our earlier definition of warfare, the pursuit of Information Dominance is Information
Warfare.
Information Warfare: the struggle against an opponent to retain an
Ability to Affect the Information domain and maintain an accurate
Perception of Information Reality. The pursuit of Information Dominance.
The Six Critical Requirements of Information Dominance
By controlling our collection and synthesis of information available in the battle space, we
develop an accurate POR. By controlling the use of our information, we decide when, where, and
how (or if) to use that information to our advantage or to our opponent’s disadvantage (ATA).
By controlling our opponent’s collection and synthesis of information available in the battle space,
we degrade their POR. By controlling our opponent’s use of information, we control when,
where, and how (or if) they translate information into action (ATA).
Therefore, just as we defined the Six Critical Requirements of Dominance for any Domain (Figure
5), we likewise define the Six Critical Requirements of Information Dominance (Figure 9):
1. Control our collection of information
2. Control our synthesis of information
3. Control our use of Information Domain Objects
4. Control the opponent’s collection of information
5. Control the opponent’s synthesis of information
6. Control the opponent’s use of Information Domain Objects
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Pillars of Information Offense

(Perception of Reality)

Information
Dominance

Control
opponent's USE
of Information
Domain Objects
(Ability to Affect)

Figure 9: The Six Critical Requirements of Information Dominance. All Pillars of Information Defense
must be met, and at least one Pillars of Information Offense must be met in order to achieve
Information Dominance.

The Composite Information Domain
There are other Domains that have traditionally been associated with the Information Domain.
When these Domains are combined with the Information Domain, they form the Composite
Information Domain4.
Common Information Subdomains
Each of the following is a subdomain of the Information Domain. They inherit the qualities of the
parent Information Domain:
•

HUMINT – Human Intelligence

•

METOC/OCEANO – Meteorological/Oceanography

•

MASINT – Measurement and Signature Intelligence

•

GEOINT – Geographic Intelligence

•

SIGINT – Signals Intelligence

•

OSINT – Open Source Intelligence

Although these subdomains are members of the Information Domain, they are not necessarily
unique to the Information Domain. For example, Signals Intelligence (SIGINT) at its purest
definition can be found in just about every domain.5

4

A Composite Information Domain is necessary because presently the U.S. Navy struggles with how to categorize the
different aspects of the Information Dominance Corps. The only way to relate the several capabilities is to understand that
capabilities like Electronic Warfare, Signals Intelligence (SIGINT), and Cyber Warfare actually reside in different domains
but work together in the way they use and manipulate information.
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Information Domain
HUMINT
Subdomain

METOC/
OCEANO
Subdomain

MASINT
Subdomain

GEOINT
Subdomain

SIGINT
Subdomain

OSINT
Subdomain

Figure 10: Subdomains of the Information Domain

Domains Closely Related to the Information Domain
Some Domains are closely related, but not inherently a part of the Information Domain. In
practice it is valuable to couple these domains with the Information Domain into a Composite
Information Domain. The commonality between each of them is the handling of and significance
to information.
Electromagnetic Domain
Typically called the “electronic” domain in today’s U.S. Navy,6 the many uses of the
electromagnetic spectrum and the unique properties of light, magnetism, electricity, and metals
presents a Domain closely associated with information.
Not only are electromagnetic wave properties utilized heavily in communications and information,
electromagnetic energy is capable of disrupting communications and causing physical damage to
electronic equipment. This property makes the Electromagnetic Domain distinct from the
Information Domain, but these Domains couple well.
Computer Network Domain (Cyber Domain)
The networking of computers on large scales using distinct protocols has created a new Domain
altogether, the Computer Network Domain (or Cyber Domain). The Computer Network Domain

5
Even the Biological Domain includes SIGINT. Many biological functions rely on chemical and electrical signals to
activate certain behaviors and processes.
6
The use of the term “electronic” for this Domain is a misnomer. Electronics is limited to transistors, microchips, and the
movement of electrons. Electronics does not include all phenomena of the electromagnetic spectrum. However, the
electromagnetic spectrum does include electronics, as electrons can create (and are affected by) electromagnetic
phenomena.
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is a special case of the Electronic Domain (which is a special case of the Electromagnetic
Domain). This relationship is illustrated in Figure 11.
This Domain is not wholly comprised of information. It also contains computers, hardware,
medium, people, and many other factors7. These present unique aspects of the Computer Network
Domain. However, because of the ability for computer networks to store and transport
information so quickly, and because opponents use computers to perform information,
intelligence, and warfare actions, this domain couples well with the Information Domain.

Electromagnetic Domain
EM Wave &
Photon Properties

Electricity

Magnetism

Relationship with
Metals

Electronic Domain
Transistors and
Circuit Chips

Computer Network Domain

Behavior of
Electrons in Wires
Information
Storage

Computers &
Hardware

Communication
Protocols

Software

Figure 11: Relationship between the Electromagnetic, Electronic, and Computer Network Domains

Political Domain
The Political Domain is the interactions between people or groups of people. With Globalization
and international relations bringing all nations of the world closer and into a scrutinizing spotlight,
the interactions between nations and people are extremely important. The Political Domain
includes nations, states, leaders, non-state actors, borders, terrorists, and people. Political
information and actions operate in an environment not strictly bound by physics or other physical
laws.
Members of the Political Domain are highly dependent on information or significantly affect
information. This domain couples well with the Information Domain.

7
This description of the Computer Network Domain is compatible with the layers established by applicable Joint
Publications.
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The Information Warfare Framework
Previously we established that a framework is necessary for organizing the tasks required to
achieve Dominance, and we developed the General Warfare Framework. Using the General
Warfare Framework from Figure 6, we can arrive at a framework to organize Information Warfare
tasks (Figure 12):

Information
Warfare
Tasks

Information
Operations
(Output Actions)

Information
Infrastructure
(Conduit Actions)

Intelligence
(Input Actions)

Figure 12: General Warfare Framework translated to create the Information Warfare Framework.

Information Operations
The actions we take to prevent our opponent from affecting our ability to collect, synthesize, and
use information and the actions we take to degrade our opponent’s POR and ATA are output
actions. In Information Warfare, output actions are known as Information Operations (IO)8:
Information Operations: actions that 1) degrade an opponent’s ability to
collect, synthesize, or use information and 2) prevent our opponent from
degrading our ability to collect, synthesize, or use information.
As with a sword, we seek to degrade our opponent. As with a shield, we seek to defend ourselves.
Information Operations aid in the achievement of all Critical Requirements (Figure 9) by being a
shield that prevents opponents from degrading our Pillars of Information Defense and are the
sword that acts to achieve the Pillars of Information Offense.

8
This definition of Information Operations is less specific than defined in Joint Pub 3-13: “the integrated
employment, during military operations, of [information-related capabilities] in concert with other lines of operation,
to influence, disrupt, corrupt, or usurp the decision making of adversaries and potential adversaries while protecting
our own.” Joint Pub addresses affecting only the decision-making (the process of deciding on action), while herein
we do not limit Information Operations to decision-making (we include collection, synthesis, and ability to affect –
the things that must happen before and after decision-making, respectively, as shown in the OODA Loop, Figure 13).
Here, we also do not limit Information Operations to military operations.
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Intelligence
In the Information Warfare Framework, Intelligence actions provide decision-making intelligence
to the commander based on information present in the battle space. These actions work to meet
Critical Requirements 1 & 2 (Collection and Synthesis) and inform Information Operations to
achieve other Critical Requirements.
Information Infrastructure
Information Infrastructure provides commanders the conduit to conduct Information Operations
and Intelligence actions, and to translate Intelligence into IO capabilities. Both Intelligence actions
and Information Infrastructure actions can improve our own ability to collect, synthesize, and use
information.

Information Warfare Actions in the OODA Loop
The Information Warfare Framework structure directly enables the natural process of the
warfighter. This supports Information Dominance Achievement and Dominance Achievement in
the OODA Loop.
Applying the OODA Loop to Information Dominance, both Information Operations and
Intelligence actions are exercised at each juncture, and Information Infrastructure enables
transition from one part of the cycle to the next.
•

Observe. Intelligence provides observations to the commander. The Intelligence could
range from observations from the commander’s own eyes, or could be the result of years
of collection and analysis of information from many sources.

•

Orient. Further use of Intelligence happens during this phase as the commander blends
information from the observe phase with his experience, training, and other knowledge.
As he forms possible courses of action, he also must blend the possibilities offered to him
by Information Operations.

•

Decide. Here the commander must make a choice of the actions at his disposal. These
actions are contained in Information Operations (output) or input or conduit actions.

•

Act. Upon choosing a course of action, the commander takes the decided action and
begins the cycle again.
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Observe
Employ Intelligence
Actions

Employ IO Actions

Decide

Orient

Consider Intelligence
Consider IO Actions

Select IO Actions

Figure 13: OODA Loop with Information Warfare Actions

Applying Information Warfare Framework to Organization
Perhaps the most important decision in the pursuit of anything is the organization of tasks and
people. We should base these decisions on reasons that support our ultimate goal, success in war.
We should base the task structure of Information Dominance organizations on the frameworks of
the Composite Information Domain. Once we have established a task structure, we can establish
the structure for people.
Tasks
As previously discussed, we operate in the Composite Information Domain. Therefore, we should
apply the Information Warfare Framework to each of these Domains separately, and then blend
them to form a composite framework.
Information Domain Task Organization
The Information Domain task organization combines all of the aforementioned subdomains of the
Information Domain.
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Information
Warfare Tasks

Information
Operations

Kinetic

MILDEC

Information
Infrastructure

MISO

Intelligence

Information
Management

Environment

MASINT

METOC

Opponent

GEOINT

SIGINT

HUMINT

COMINT

ELINT

FISINT

Figure 14: Task organization of the Information Domain based on the Information Warfare
Framework

Domains Related to Information Domain
The task organizations of Domains related to the Information Domain each include their
respective tasks based on the Information Warfare Framework.
Electromagnetic
(EM)
Warfare Tasks

Electromagnetic
Operations

Kinetic

Attack

Electromagnetic
Infrastructure

Defense
(Protect)

Electromagnetic
Management

Electromagnetic
Intelligence

Electromagnetic
Environment

MASINT

Opponent

METOC

SIGINT

COMINT

ELINT

Figure 15: Task organization of the Electromagnetic Domain based on the Information Warfare
Framework.
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Computer
Network
Warfare Tasks

Computer
Network
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Computer
Network
Management

Defense

Computer
Network
Intelligence

Computer
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Exploit
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Figure 16: Task organization of the Computer Network Domain based on the Information Warfare
Framework.
Political
Warfare Tasks

Kinetic

Political
Operations

Political
Infrastructure

Attack

Defense

Political
Intelligence

Political
Environment
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Figure 17: Task organization of the Political Domain based on the Information Warfare Framework.
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Composite Information Domain Task Organization
Combining the task organizations of the information-related Domains yields the task organization
of the Composite Information Domain. The structure in Figure 18 contains tasks required for
Dominance in the Composite Information Domain.9

Composite Information
Warfare Tasks
Composite
Information
Infrastructure

Composite
Information
Operations

EM
Domain

Attack

Kinetic

Political

MILDEC

Computer
Network
Domain

MISO

Defense
(Protect)

Attack

Defense

Composite
Intelligence

Composite
Information
Management

MASINT

Environment

METOC

GEOINT

Opponent

Political

Computer
Network

Composite
SIGINT

HUMINT

Computer
Network
Exploit

COMINT

ELINT

FISINT

Figure 18: Task organization of the Composite Information Domain based on the Information Warfare
Framework.

People
The organization of people should be derived significantly from the tasks that will be required of
them.
The U.S. Navy’s Information Dominance Corps (IDC) currently organizes people into the
following categories:
•

Information Warfare

•

Information Professional

•

Intelligence

•

Meteorological/Oceanography (METOC/OCEANO)

The following descriptions offer guidance to each of these communities of the IDC.
Information Professionals
Information Professionals should specialize in the Composite Information Infrastructure. This
would include (but not be limited to) information systems, information management, and humanmachine interfaces. Anything that enables Information Operations and Intelligence tasks/actions
falls into this category.

9
This task structure can be expanded to include many other branches (for example, the components of HUMINT), but
serves as an illustration for the most significant levels of task organization and tasks that are frequently debated.
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Intelligence
These personnel are concerned with Intelligence actions/tasks. This could be about our opponent
or the Domain environment. They should specialize in leading the collection of information and
synthesis, and ensuring it can be used in Composite Information Operations. They should work
closely with those conducting Information Operations actions.
METOC/OCEANO
These personnel are a special case of intelligence personnel. They should specialize in MASINT,
METOC, OCEANO, and GEOINT. Their specialty is Intelligence in the physical environment, as
opposed to Intelligence about our opponent.
Information Warfare
These personnel should specialize Information Operations. They are the sword and shield of the
IDC. They naturally have an interest and expertise in time sensitive Intelligence based on the
speed of war. They should work closely with those conducting Intelligence actions.

Approaches to Information Operations
Information Operation tasks are our sword and shield in the struggle for Information Dominance.
It is what enables us to inhibit our opponent’s own attempts to achieve Information Dominance
both offensively and defensively.
Information Operations Actions as Weapons
In order to take advantage of the potential of Information Operations, we must shift our approach
from thinking of IO as a “strategic service” and begin to think of it as specific actions. While,
traditionally, an IO action is something we might only call upon before an engagement and
incorporate into the planning phase, IO should additionally (and primarily) be viewed as a weapon
system that can not only be considered during planning, but which can be employed on-demand
by unit commanders during execution.
When IO actions have the same characteristics as weapons, they become useful. However, many
IO actions/tasks are not so clearly defined. Therefore, IO actions should be checked against this
standard. Where they fall short, they should be modified.
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The full list of weapon characteristics is presented in Appendix B: Traditional Weapon
Characteristics Applied to Information Weapons, but the following characteristics of IO actions
are lacking in today’s environment and therefore require special attention to make IO actions
useful for warfighters:
•

Encapsulation. IO actions, like all warfare actions, should be presented to the warfighter
in a package. Knowledge of the inner workings and components is not necessary. IO
actions should not be given as incomplete capabilities or components. If different pieces
of equipment and operators can be rearranged to create different actions, they should be
presented as several, separate packages. The package should be named according to its
Predicable Effect (see below).

•

Apparent Readiness State. A warfighter can’t employ a weapon if he doesn’t know it is
available. IO actions and packages should at all times have a readiness state. That state
must be displayed with all of his other actions, including his traditional, kinetic actions.

•

Predictable Effect. The effects of IW actions can be highly dependent on the target.
Because of their technical nature, effects can also be difficult to determine. The
warfighter must be given a clear description of the expected effects. Additionally (and
perhaps more importantly), this predictable effect should be used when describing the IO
action to the commander. Because kinetic weapons have relatively easy to comprehend
effects, they can be presented as the name of the object, not as the name of the effect.
However, IO actions should be presented and named by the expected effect, with the
actual actions and objects used to cause that effect as secondary information. This allows
the warfighter to quickly integrate that effect into his OODA Loop.

A commander must know at a glance what IW actions are at his disposal,
just as he does with any other weapon system. Those actions should be
encapsulated and named by their expected effect.
Information Warfare in a Resource-Scarce Environment
In our pursuit for Information Dominance, we should see that achieving one of the Pillars of
Offense (Figure 9) can result in near-Information Dominance. For example, if we significantly
degrade our opponent’s ability to synthesize information, it doesn’t matter how well he collects or
if he can use information. Perfect collection is ruined by flawed synthesis. Flawed synthesis
results in the creation of “facts” which really aren’t facts at all – they could be totally false or
simply versions of the truth that we fabricate. Any usage of information would be usage of false or
fabricated information.
Reciprocally, defense of our own collection, synthesis, and usage requires significant vigilance
since a major failing would result in compromise of our own POR. Successful defense of our own
efforts, by definition, also means that we have significantly degraded our opponent’s Pillars of
Information Offense.
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In a practical environment, resources (e.g. time, money, troops, etc) are limited. We must always
strive to maximize the efficiency of our resources.
“He who defends everything, defends nothing.”
-Sun Tzu, The Art of War
In order to maintain our ability to accurately perceive the environment, we must protect all Pillars
of Defense. However, this is contrary to the concept that, when you defend everything, you
become overextended and you are breached – therefore you are really defending nothing. We must
therefore carefully select exactly what portions of these pillars we will defend. We must resign
ourselves the fact that our opponent will, in some amount, degrade our ability to accurately
perceive reality. We must identify the critical components of these three pillars that give us the
best practical ability to perceive – and supremely defend them within our resources.
Just as our defensive resources are scarce, so too are our offensive resources. However, we have a
slightly more advantageous position in attempting to degrade our opponent. Offensively, we only
need to significantly compromise one of his Pillars of Defense. Additionally, he is constrained by
the same constraints we face when defending information efforts. If we can concentrate our efforts
on one or two of his pillars, instead of all three simultaneously, then we may be able to degrade his
POR.
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Conclusion and Recommendations for Action
By developing General Dominance Theory and applying it to the concept of Information
Dominance, this work provides a set of basic rules and ideas from which all other rules, ideas, and
actions should derive. Any action performed in the name of pursuing Information Dominance
should have the quality of being traceable back to these fundamental ideas.
The development of recommendations for specific execution of these ideas has been intentionally
limited to task organization and to applying the characteristics of weapons to Information
Operations actions (included in Appendix B: Traditional Weapon Characteristics Applied to
Information Weapons). But this is simply for the sake of keeping this work brief. The Six Critical
Requirements for Dominance (Figure 5) and General Warfare Framework (Figure 6) can be
applied to all Domains. In fact, upon inspection it can be seen that traditional warfare Domains
already follow these constructs; they are simply known by other names with different forms.
In the Information Dominance Corps, we should now proceed to review our current doctrine and
organization and validate that each detail can be traced back to the principles of General
Dominance and Information Dominance. These concepts are easy for the human mind to
understand and categorize. Where they do not align, we should strongly consider making
adjustments to bring alignment. Where they align but that alignment is not apparent, we should
strongly consider tweaking the form in order to make our human minds (i.e. our people) more
easily understand the role of their actions in the “big picture.”
If we fail to ensure that current practices follow an easy to understand philosophy, we will
continue to wander in the dark – only by happenstance will we succeed. Our success should be
more deliberate.
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Appendix A: Information Domain Paradoxes
The unique nature of the Information Domain presents unique challenges compared to other
Domains that result in paradoxical qualities.

Information Object Duality
In all Domains (except the Information Domain), Domain Objects are, by definition, aspects of an
ATA. POR is comprised of all information in the domain (Figure 19).

Sea Surface Domain
Ability to
Affect
Sea Surface
Objects

Perception of Reality
Information
About Sea
Surface Objects

Other
Information

Figure 19: In all Domains, Domain Objects are only members of the Ability to Affect

In the Information Domain, however, our POR is composed of information about and knowledge
of Information Objects. But POR also inherently includes the information contained within
Information Objects, i.e. the Information Object itself.
Paradoxically, some Information Objects have a duality in the Information Domain: they are both
the ATA and the POR (Figure 20). This is a unique property of the Information Domain
compared to other warfare Domains.
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Information Domain
Ability
to Affect
Information
Objects

Perception of Reality
Information
Objects

Information
About
Information
Objects

Other
Information

Figure 20: In the Information Domain, some Information Objects exhibit the duality of being both the
Ability to Affect and a factor in Perception of Reality

Impossibility of Achievement
If we achieve Information Dominance, then we control the battle space by default. If we have a
perfect understanding of the battle space (POR) and we can perfectly affect the way our opponent
understands or affects the battle space (ATA) then we can make any desired image of reality a
reality without the need of any other warfare Domain.
However, it is impossible to achieve Information Dominance unless your opponent is obliterated
because there is always some information collection, synthesis, or use by your opponent that you
cannot control. That is, you can never completely achieve any of the Pillars of Information
Offense. Even if he has nothing but his eyes or sense of touch, your opponent’s collection and
synthesis of information cannot be completely controlled. Additionally, to achieve and retain
Dominance we must have a perfect understanding of the results of our actions. The tenants of
Complexity Science10 inherently prevent us from ever knowing all of the results of our actions in a
complex environment (such as war).
Because we cannot ever achieve total Information Dominance, the best we can do is strive to
protect our own access, synthesis, and use of information, and strive to control as much of our
opponent’s access, synthesis, and use as possible.

10
Complexity Science is the study of systems with many moving parts (agents) that affect and interact with each other in
ways that are neither deterministic nor probabilistic and exhibit emergent phenomena. Markets, societies, ecosystems are
all examples of Complex Systems. These systems are difficult to predict.

April 2014

LT Jacob F. Davis, USN

General Dominance Theory and Applications to Information Dominance: A Paradigm for Success in War

41

Appendix B: Traditional Weapon Characteristics
Applied to Information Weapons
This section describes in detail the qualities of traditional weapons and how they can be applied to
the Composite Information Domain to create better information weapons (IO actions).

Characteristics of Traditional Weapons
From Medieval infantry units to advanced missile systems, all weapons have the following
characteristics:
•

Encapsulation: weapons are modular. All of the many required materials are contained
within the weapon system. However, you “see” the weapon as a single capability/system.

•

Control: You can designate a specific time to employ, or not employ. You can designate
a target within the capability of the weapon.

•

Apparent Readiness State: The readiness state of the system can be quickly and easily
discerned or is readily apparent.

•

Reload time: Time between uses from a single system.

•

Fire Control: A fire control solution that is bound by the details of that weapon system is
needed (in varying degrees, depending on usage)

•

Resource Limited: Weapons use resources that can become depleted.

•

Predictable Effect: Depending on specific use and selection of target, a weapon has an
easy-to-estimate (first order) effect on a target.

•

Mobility/location Requirements: Based on the design of the system, there are limits to
its mobility and location.

•

Repeatability: A weapon functions similarly each time it is used (requirements for use,
time to effect, limits, etc).

•

Measurability of Effect (Battle Damage Assessment): The result of weapon employment
can be determined (of varying difficulty and confidence, depending on the
circumstances).

•

Research, Development, and Manufacturing (RD&M): Weapons require research,
development, and manufacturing before they can be employed. These steps require
resources and time.

Note that countermeasures can also be viewed as weapons, where the countermeasure’s desired
effect is to negate, disable, or destroy a hostile weapon system or action.
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The following table provides examples for each of the listed characteristics of weapons:

Characteristic

Short Description

Example

Encapsulation

Many parts seen and used
as one.

The SM-2 requires many parts and sensors but is employed as a
single object

Control

Ability to decide when to
employ and designate target

Trigger on an M-16 operated by a Marine

Apparent
Readiness State

State of Readiness is
apparent

The missile fire keys are activated and all missile systems are
green and ready. A clear indicator of not ready, partially ready,
and full ready.

Reload Time

Time between uses

Air Strike from F/A-18 must return to base after payload
employment

Fire Control

Directability of weapon is
needed, depending on use

Torpedo is only effective if properly directed at target

Resource
Limited

Limited by ammunition or
amount of stored potential

Infantry can only cover a limited amount of ground before
resupply needed

Predictable
Effect

Easy to estimate effect

Stinger missile employed against helicopter is estimated to
disable or destroy helicopter, if hit.

Mobility

Limits to movement and
placement

F-15 aircraft cannot carry an Intercontinental Ballistic Missile.

Repeatability

Employment is repeatable

Every time I squeeze the trigger on an M-4, it fires a round. I
can do this over and over and expect the same result.

Measurability
of Effect

Can conduct BDA

JDAM hits the target, and I can see the explosion and the target
appears to be destroyed or not destroyed

RD&M

Time and resources
required to research,
Develop, and Manufacture
the weapon system

The V-22 was invented and made its first flight around 1989. It
was further developed and manufactured and finally introduced
to use around 2007.

These characteristics are very easy for the human commander to understand. They are concrete.
While they require study, familiarity, and practice, they become second nature to the tactician and
strategist alike. They are clearly useful and allow for a commander to focus on the art of war.

Characteristics of Composite Information Operations Actions
Products of Information Operations actions should be conceptualized similarly to traditional
weapons and countermeasures. This allows a commander to easily integrate IO actions into his
tactics, techniques, and procedures.
In the following example, we will consider a Military Deception (MILDEC) action and an active
jamming capability. Compared to jamming, MILDEC is nebulous – it can be hard to think of it as
a weapon. Compared to an M-16 rifle, jamming can seem nearly as nebulous. However, if we
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think about and develop both of these IO capabilities as weapons, they can instantly become
useful to the commander.
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Using the characteristics of weapons, we can compare the M-16, Electronic Jamming, and
MILDEC. This table gives examples of how each of these weapon systems could demonstrate the
characteristics of weapons.

Characteristic

Description

M-16

Jamming

MILDEC

Encapsulation

Many parts seen and
used as one.

Barrel, stock, bolt

Antennas, transmitters,
amplifiers, software

Communications, units,
actions, movement, plan

Control

Ability to decide
when to employ and
designate

Trigger control

Push of button: Can
start jamming and stop
jamming

Begin MILDEC operation
tailored for specific opponent

Apparent
Readiness State

State of Readiness is
apparent

Bolt is forward,
round is in
chamber

Equipment lights
green. Operator ready.

Operation ready at “go.” Or,
not ready, awaiting final
preparations.

Reload Time

Time between uses

Between rounds
or magazines

Based on equipment
rating, heat dissipation,
frequency shifting

Operation planning, resource
allocation, placement

Fire Control

Directability of
weapon is needed

Aiming

Jam down a designated
bearing

Deceive a specific opponent
entity

Resource
Limited

Limited by
ammunition

Can only shoot as
long as you have
bullets

Can only jam if you
have power

Can only execute if you have
a plan or an option depending
on situation

Predictable
Effect

Easy to estimate
effect

Bullet will kill a
soldier.

Jamming will
introduce noise to an
energy sensor

Opponent will think you are
going left, when you are
really going right

Mobility

Limits to movement
and placement

M-16 limited in
close quarters

Equipment may
require mounting and
gyro stabilization

Surface Combatant can’t
transport inflatable tank
compliment.

Repeatability

Employment is
repeatable

Squeeze of
trigger fires
round every time

Can jam same target
multiple times in short
period

Deceptive movement may
only fool opponent once.

Measurability
of Effect

Can conduct BDA

Soldier shot can
be checked for
alive or dead

Affected missile fails
to impact target.

Opponent moves forces to
meet your left feint.

RD&M

Time and resources
required to research,
Develop, and
Manufacture the
weapon system

Variants require 4
months to design,
6 months to test,
and 1 year to
manufacture
3,000 units

Research and
development of
equipment (1yr),
installation (1yr), and
integration with other
sensors and systems
(2yrs).

Must research opponent
expected actions,
susceptibility (3mos).
Collection on opponent’s
position (2days). Must
develop plan (1day). Must
have units available to
employ.
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